NHOOPMALIMOHHAA TAMATKA
JJIAA OBYYAIOIUXCA 151 PASMEIIEHUSA
HA O®OUIHNAJIBHBIX UTHTEPHET-PECYPCAX

C KaxJIbIM TOJOM MOJIOJIC)KH B MHTEPHETE CTAHOBUTHCS OOJIBIIE, a INKOJbHHUKH
OJIHA M3 CaMbIX aKTHBHBIX I0JIb30BaTelei PyHera. Mexay Tem, MOMHMO OIPOMHOIO
KOJIMYECTBA BO3MOXKHOCTEH, HHTEPHET HECET M MPOOJIeMbl. DTa MaMATKa JOKHA TIOMOYb
Tebe 0e30I1acHO HaXOOUTHLCS B CETH.

KoMnbrorepHbie BUPYCHI

KoMIIbIOTEpHBI BUPYC - 3TO Pa3HOBUJHOCTb KOMIBIOTEPHBIX HPOrPaMM,
OTJINYUTEIBHOU OCOOEHHOCTBIO KOTOPOH SIBISIETCS CHOCOOHOCTh K pa3MHOXKEeHHI0. B
JOTIOJTHEHUE K 3TOMY, BHPYChl MOTYT HOBPEIUTh WJIH IMOJHOCTHIO YHUUTOXHUTH BCE
(ailibl U JaHHBIE, TOIKOHTPOJIbHBIE ITOJIH30BATEII0, OT UMEHU KOTOPOTo ObLIa 3amyIiieHa
3apa)k€HHas MporpamMma, a TakKe MOBPEIUTh WIM JaXe YHUUYTOXKUTH ONEPALMOHHYIO
cUCTEMYy cO BcemH ¢aiijamu B 1ejqoM. B OONBIIMHCTBE CIIy4aeB paciupOCTPaHSIOTCA
BUPYCHI YEPE3 UHTEPHET.

MGTO,Z[BI 3alIUTBI OT BPCAOHOCHBIX IMPOIr'paMM:

l. HUcnonb3yil COBpeMEHHBIE OIEPALMOHHBIE CHUCTEMbI, UMEIOIIUE CEPbE3HbIN
YPOBEHb 3aILUTHI OT BPEAOHOCHBIX IIPOIPAMM;

2. IlocTosiHHO ycTaHaBIMBaM mayTu (HUQPPOBbHIE 3aIIATKH, KOTOPhIE aBTOMATUYECKH
YCTAaHABIMBAIOTCS C IIENBIO0 JIOPAaOOTKM TPOTpaMMbl) W APYrHe OOHOBICHUS CBOEH
onepanuoHHoi cucteMbl. CkaunBail X TOJBKO ¢ OPUIIMAIBHOTO caiiTa pa3paboTdnka
OC. Ecnu cymiecTByeT pexuM aBTOMaTHYECKOr0 OOHOBJICHHUS, BKIIIOUH €T0;

3. PabGoraii Ha cBoeM KOMIBIOTEPE IO TMpaBaMu I[OJb30BATENsA, a HE
aMUHUCTpaTopa. OTO HE TO3BOJMUT OOJBIIMHCTBY BPEIOHOCHBIX IPOTrpamMm
MHCTAJUIMPOBATHCSI HA TBOEM MEPCOHATBHOM KOMITBIOTEPE;

4. Hcnonb3yih  aHTUBUPYCHbIE  MPOTPAMMHBIE  MPOAYKTHl  M3BECTHBIX
MIPOU3BOIUTEIIEH, C aBTOMAaTHUYECKUM OOHOBJICHUEM 0a3;

5. Orpannyb (pU3NUECKUIN AOCTYI K KOMIIBIOTEPY ISl IOCTOPOHHUX JIULL;

6. crionb3yit BHEIIHME HOCUTENU HH(DOPMAITNH, TAaKUE KakK ¢uielka, TUCK WiTu (haii
U3 UHTEPHETA, TOJIKO U3 MMPOBEPEHHBIX UICTOUHUKOB;

7. He oTkpbIBaii KOMIbIOTEPHBIC (haiiIbl, TOTYYCHHBIC N3 HEHAICKHBIX ICTOYHUKOB.
Jaxe Te ¢aiasl, KOTOpbIe MpHCcal TBOM 3HAKOMBIN. JIydille yToUHU y HEero, OTIPABIISII
JIM OH Te0e uX.

Ceru WI-FI

Wi-Fi - 370 He BU Iepeiayu TaHHBIX, He TEXHOJIOTHS, a BCETO JIUIITL OPEHI, MapKa.
Eme B 1991 rony Huaepnanickas kommnaHusi 3apeructpuponaia openn "WECA", daro
obo3nauano cinoBocoueranne "Wireless Fidelity", koTopblii mepeBOAMTCS Kak
"OecnpoBOIHASI TOYHOCTH".



Jlo Hamero BpeMeHH jaomnuia Apyras abOpeBuaTypa, KOTopas SIBISETCS TaKOH Ke
TexHosoruet. Ito abopesuarypa "Wi-Fi". Takoe Ha3BaHue OBLJIO TaHO C HAMEKOM Ha
CTaHJapT BbICIIeH 3BykoBoiM TexHuku Hi-Fi, uro B mepeBoje o3HauaeT "BbICOKas
TOYHOCTH .

Jla, OecruiaTHBI HMHTEPHET-TOCTYH B Kade, OTesIX W a’pomlopTax SIBISETCS
OTJIMYHOW BO3MOKHOCTBIO BBIXOJIa B MHTEpHET. HO MHOTHME 3KCIEpThl CUUTAIOT, YTO
obmenocrynubie Wi-Fi cetu He SIBASIOTCS O€30MaCHBIMH.

CoBeTbl 110 6€301aCHOCTH pabOTHI B 00IIEAOCTYIHBIX ceTsax Wi-fi:

1. He nepenapaii cBoto JuuHyro uHpopManuio uepes oduenocrynubie Wi-Fi ceTn.
PaGoTas B HUX, )KeNaTeIbHO HE BBOAUTH MAPOJIH IOCTYTA, IOTUHBI U KAKHE-TO HOMEPA,

2. Vicionb3yii 1 OOHOBIISI aHTUBUPYCHBIE MTPOrpaMMbl U OpaHamayep. TeM caMbiM
Thl 00e30macuilb cedsl OT 3aKauKy BUpyca Ha TBOE YCTPOMCTBO;

3. Ilpu ucnonp3zoBanuu Wi-Fi otxmoun ¢ynknuro "OOmuid goctyn K daitiam u
npuHTepam". JlanHas QYyHKIUS 3aKpbiTa 10 YMOJYAaHHWIO, OJHAKO HEKOTOpPHIE
MOJIb30BATENH aKTUBUPYIOT €€ JUIsl yA00CTBa UCIIONIb30BaHMsI B paboTe min yueoe;

4. He ucnionw3yit myommunsiii WI-FI n71s nepegaun TUYHBIX JaHHBIX, HAIIPUMED IS
BBIXO/Ia B COLIMAJIbHBIE CETH WX B DJICKTPOHHYIO MTOYTY;

5. Ucnionb3yii TosbKo 3amuiieHHoe coequnenue yepe3 HTTPS, a ue HTTP, T.e. npu
Habope BeO-aapeca BBOAM MMEeHHO "https://";

6. B wmoOwnpHOM Tenedone otkimoun QyHknuio "Tlomkmouenne k  Wi-Fi
aproMarnuecku'. He momyckail aBTOMaTHYECKOTO MOAKIIOUEHUSI YCTPOKCTBA K CETSIM
Wi-Fi 6e3 TBoero coriacus.

ConuajabHbIie ceTu

CouuanbHble CETU aKTUBHO BXOJAST B HAlly >XKU3Hb, MHOTHE JIIOJM pabOTalOT U
KUBYT TaM TOCTOSIHHO, a B Facebook yxe 3apeructpupoBaH MuLIuapa 4el0BEK, 4TO
SIBJISICTCSI OJTHOM CeIbMOM BCEX JKUTEIeH IIaHeThl. MHOTHe I0JIb30BaTEIM HE IOHUMAIOT,
yT0o MHGOpPMAIUs, pa3MeIleHHAas UMHU B COIUAJIBHBIX CETSAX, MOXKET ObITh HailieHa U
UCIIOJIb30BaHa KEM YTOJHO, B TOM UHCIIC HE 0053aTEIbHO C OJJarUMU HAMEPEHUSIMH.

OcHOBHBIC COBETHI 10 OC30IIaCHOCTH B COIMAJIBHBIX CCTAX:

1. Orpannyp cnucok apy3eil. ¥ 1e0st B APy3bsX HE JOJDKHO OBITh CIy4YalWHBIX U
HE3HAKOMBIX JIIOJICH

2. 3amuminai cBOIO YacTHYIO ku3Hb. He yka3piBail maponu, TenedoHsl, aapeca, 1aTy
TBOEr0 POXIEHUA U JPYryH JIMYHYK0 HWHGOPMALMIO. 3JIO0YMBIIUICHHHUKA MOTYT
UCIIOJIb30BaTh Jlaxke HMH(OpPMALMIO O TOM, KaKk Thl M TBOU POAMUTEIMN IUIAHUPYETE
IIPOBECTH KaHUKYJIBL;

3. 3amuniail CBOIO penmyTaluIo - IEPKHU €€ B UUCTOTE U 3a/1aBail ceOe BOMpOC: XOTeN
OBl ThI, YTOOBI IPYTHE TOJIH30BATEM BUJIEIH, YTO ThI 3arpyxaemnis? [logymait, npexie
4YeM YTO-TO OMYyOJIMKOBATh, HAIUCATh U 3arpy3UTh;



4. Eciu ThI TOBOPHILB C JIFOJABMHU, KOTOPBIX HE 3HACIIb, HE UCIIOIb3YH CBOE pEAIIbHOE
UMS U IPYTYIO JIMYHYIO0 HH(OPMALIUU: UMS, MECTO JKUTEIbCTBA, MECTO yueObl U MPOUEE;

5. Uz0beraii pasmemienus Qororpaduit B MHTEepHETE, rAe Thl H300pakeH Ha
MECTHOCTH, 10 KOTOPOH MOKHO OTIPEICITUTH TBOE MECTOIOJIOKEHHUE;

6. Ilpu perucrpanuu B COLUAIBHON CETH HEOOXOAUMO HCIIOJIB30BATh CIIOKHBIE
NIapoJIH, COCTOSLINE U3 OYKB U LIU(P U C KOJTUYECTBOM 3HAKOB HE MEHEE §;

7. JAns conuanabHOM CETH, MOYTHI U JIPYTUX CAWTOB HEOOXOIUMO HCIOJIb30BATh
pasHble nmapoiu. Torna eciau TeOs B3JIOMAIOT, TO 3JIOYMBIIUIEHHUKHA MOJIy4aT JOCTYII
TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpasy.

DJIeKTPOHHBbIE IeHbI'U

DJEeKTPOHHBIE JEHbIM - 3TO OYEHb YJIOOHBIM Crmocod IIaTexeil, OJHaKO
CYILLIECTBYIOT MOLLIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TU JIECHBIHU.

QHCKTpOHHBIe JACHBI'H ITOABHUJIINCHh COBCEM HCEAABHO U MMCHHO H3-3a 5TOI'O BO MHOTHX
rocyaapCrBax 40 CHUX IIOP HE IIPOIIMCAHO IIPO HUX B 3aKOHAX.

B Poccun ke oHU (QYHKIMOHUPYIOT M O HMX YK€ IMPOIKMCAHO B 3aKOHE, TJIE WX
pa3nessaioT Ha HECKOJBKO BHUJIOB - aHOHMMHBIE W HE aHOHUMHBIC. Pa3zHuIla B TOM, 9TO
aHOHUMHBIC - 3TO T€, B KOTOPBIX pa3pelracTcs MPOBOAUTE Ollepaliny 0e3 UICHTH(hUKAITIN
MOJIb30BaTENIsl, a B HEAHOHUMHBIX HUACHTU(DHKAIUSA IOJIB30BATEIS  SIBJISCTCS
00s13aTEIILHOM.

Taxxke crnemyer  pasnuyaTh  OJEKTPOHHBIE  (UATHBIE  JIGHbIW  (PaBHBI
rOCyJapCTBEHHBbIM BaJIOTaM) W D3JEKTPOHHbIE He(duUaTHbIE JeHbIM (HE paBHBI
rOCyJapCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI 110 0€30MaCHOM PabOTE C AIECKTPOHHBIMU JICHbrAMHU:

1. ITpuBsiku K cueTy MOOMITbHBIHN TenePoH. ITO camblid y0OHBIN U OBICTPBIN cIOCO0
BOCCTAaHOBUTH JOCTYT K cueTy. [IpuBsizannbii TenedoH MOMOXKET, €ciu 3a0yIenb CBOM
IJIATEKHBIN NTapOJIb WK 3al/IC1Ib HA CAUT C HE3HAKOMOI'0 YCTPOMCTBA;

2. Ucnonn3yit omHOpa3oBbie napoin. [locie nepexo/ia Ha yCUICHHYIO aBTOPHU3AIUIO
Tebe yke He OyJeT yrpoKaTh OMAaCHOCTh KPaXH WIIH IepeXBaTa MIaTeKHOTO MapoJis;

3. BeiGepu croxHbIl mapoik. [IpecTynmaukam OyAeT HE MPOCTO yrafaTh CIOKHBIN
naposb. HajexxHele mapoiu - 9TO Mapoju, KOTOpPhIE COIepKaT He MeHee 8 3HAKOB U
BKJTFOYAIOT B C€0sI CTPOYHBIC ¥ TPOITUCHBIE OYKBBI, ITU(GPHI K HECKOIBKO CUMBOJIOB, TAKHE
KaK 3HaK Jjosuiapa, GyHTa, BOCKIUIATEIbHBIN 3HaK U T.11. Hampumep, $tROng!;;

4. He BBOIY CBOM JIMYHBIE JAaHHBIE HA CalTaX, KOTOPBIM HE JTIOBEPSCIIIb.
DJIEKTPOHHAS MOYTA
DneKTpoHHass MOYTa - 3TO TEXHOJOIMS M NPEIOCTABISEMBIE €0 YCIYrH I10

MCPCCBIJIKC MW IIOJIIYYCHHIO JJICKTPOHHBIX COO6H1€HI/If/JI, KOTOPBIC PaACIIpCACIIAOTCA B
KOMHBIOTepHOfI cetu. OOBIYHO BHCKTPOHHBIfI MOYTOBBIM SIIIIUK BBITJISI AT ClIeayromum



o0pa3zoM: UMsI_TIOJIh30BaTeIsA(@WuUMsI_ToMeHa. Takxke KpoMme Tmepeiadu MpoCcTOro TeKCTa,
UMEETCS BO3MOXKHOCTh TIEpe/1aBaTh (pailiibl.

OcHOBHBIE COBETHI 10 0€30MacHOM padoTe C AIEKTPOHHOM MOUTOM:

1. Hago BbIOpaTh MpaBUJIBHBIN MOYTOBBIN cepBHUC. B MHTEpHETE €CTh OTPOMHBIN
BbIOOp OECIIaTHBIX MMOYTOBBIX CEPBUCOB, OJIHAKO JIyYIlIEe IOBEPSATh TEM, KOTO 3HAelllb U
KTO IIEPBbIN B PEUTHHTE;

2. He ykas3piBali B nu4HOW TouTe JM4yHyl HHpopmanuio. Hampumep, myudine
BbIOpaTh "My3bIKaIbHBIN _(panat@" unu "pok2013" Bmecto "Temal3";

3. Wcnonb3yil ABYX3TANMHYK aBTOPHU3ALMIO. DTO KOTJa MOMHUMO MApOJsl HYXHO
BBOJIUTH KOJ, IpUChLIaeMblii Mo SMS;

4. BoiOepu CIIOXKHBIN Maposb. [[s KaX0ro MOYTOBOTO SIIUKA JOJIKEH OBITh CBOM
HAJIC)KHBIM, yCTOMYMBBIN K B3JIOMY I1apOJIb;

5. Eciii ecTh BO3MOKHOCTB HAIIMCATh CAMOMY CBOM JIMYHBIN BOIIPOC, UCTIOIb3YH ITY
BO3MOKHOCTD;

6. Mcnonb3yil HECKOJIBKO MOYTOBBIX SINUKOB. [IepBbIil AJIs1 4aCTHON MEPENUCKH C
azpecaramu, KOTOPBIM Thl IOBEPSCIb. DTO AIEKTPOHHBIN aapec HE HA0 UCIOJIb30BaATh
IIpU peruCTpaly Ha popymax U cailtax;

7. He oTkpbiBaii (haliiiel U APyTrHUe BIOKEHUS B MMCbMaX, AK€ €CJIM OHU MPUIILUTH OT
TBOUX Jpy3ei. Jlydille yTouHM Y HUX, OTTIIPABJISIIN JIK OHU TeO€ 3TH (paiiibl;

8. ITocne okoHYaHUs pabOTHI Ha MOYTOBOM CEPBHCE TEPE 3aKPHITHEM BKJIIAIKH C
caiToM He 3a0yqb HaKaTh Ha "BeritTu".

KI/IﬁepﬁyJIJII/IHI‘ HJIA BUPTYAJIBHOC U3A€BATC/ILCTBO

KubepOymnuur - mpecieoBaHue COOOIICHHUSIMHU, COACPXKAIIMMHU OCKOPOJICHUS,
arpeccHio, 3amyruBaHWe; XYJIHTAHCTBO; COIMAIbHOE OONKOTHPOBAaHHE C IOMOIIBIO
Pa3TMYHBIX UHTEPHET-CEPBUCOB.

OcHoBHBIE COBETHI IO 00pbOE ¢ KMOEPOYIUTUHIOM:

1. He Gpocaiicsa B 60it. JIydmmii crioco0: mocoBeTOBaThCs Kak ce0s BECTH H, €CIIU
HET TOro, K KOMy MOXHO OOpaTUThCS, TO BHauaje YCINOKOUTbCs. Ecnu Thl HayHelb
OTBEYaTh OCKOPOJEHUSAMH Ha OCKOpPOJEHHUS, TO TOJBKO e€IIe OOJbIle Pa30XKiKellb
KOH(JIUKT;

2. Yrpasisii cBoei KubeppenyTaiuei;

3. AHOHMMHOCTH B ceTh MHUMAasA. CylIecTBYIOT CIOCOObI BBISICHUTh, KTO CTOMT 3a
AHOHUMHBIM aKKayHTOM;

4. He ctouT BecTu XyJlIUraHckuil oopa3 BUPTyalbHOM ku3HU. IHTEpHET Pukcupyer
BCE TBOM JICHCTBUS M COXPAHAET UX. Y JATUTh UX OYJET KpailHe 3aTpyAHUTEIBHO;

5. Cobnronait CBOIO BUPTYaAIIbHYIO YECTh CMOJIONY;



6. Urnopupy#t enqunuunbiii HeratuB. OIHOPa30Bble OCKOPOUTENBHBIE COOOIICHUS
Jdyulie urHopupoBaTh. OOBIUHO arpeccus MpeKpalaeTcs: Ha HaYalbHOM cTaauuy;

7. ban arpeccopa. B mnporpammax oOMeHa MIHOBEHHBIMH COOOIICHUSMH, B
COLIMAIBHBIX CETSIX €CTh BO3MOXXHOCTh OJIOKUPOBKM OTHPABKH COOOIIEHUN C
OTIpEeJICIICHHBIX a/IPECOB;

8. Ecimu T1bl cBHuerens kuOepOysuiMHra. TBOM AEHCTBUSA: BBICTYNUTH HPOTHB
npeciieloBaTeNsl, IOKa3aTb €My, YTO €ro JCHCTBHA OLEHHWBAKOTCS HETaTUBHO,
HOJIIEPKATh JKEPTBY, KOTOPOU HY>KHA IICUXOJIOIMUYECKast TOMOLb, COOOLIUTH B3POCIIBIM
0 (pakTe arpecCUBHOTO MOBEJICHUS B CETH.

MooOuabHbIi TesedoH

CoBpemeHHbIE CcMApT(OHBI MU IUIAHIIETHl COAEPKAT B C€OE BIOJHE B3POCIbII
(GYHKIIMOHAJ, U TETIeph OHU MOTYT KOHKYPHUPOBATh CO CTAlMOHAPHBIMH KOMIIBIOTEPAMH.
OnHako, CpeCTB 3aIUUThI I OJOOHBIX YCTPONCTB MOKA O4Y€Hb MaJlo. TeCTUpOBAaHUE U
MOUCK YA3BUMOCTEN B HUX MPOUCXOAUT HE TAK MHTEHCHBHO, Kak Juis [1K, To ke camoe
KacaeTcsi U MOOMIIbHBIX MPHUIIOKEHUH.

CoBpeMeHHBIC MOOWJIBHBIC Opay3epbl YK€ MPaKTUYECKH JIOTHAIM HACTOJIbHBIC
aHaJOTH, OJHAKO paciiupeHue GyHKIIMOHAIA BJIeUeT 32 cO00M OOIBIIYIO CIOKHOCTh U
MEHBIITYIO 3aIUIIICHHOCTD.

I[EUICKO HC BCC TMPOU3ZBOJUTCIIM BbIIIYCKAIOT O6HOBHCHI/I$I, 3aKpPbIBAIOIIHEC
KPUTUYICCKUC YA3BUMOCTHU IOJIsI CBOUX YCTpOﬁCTB.

OCHOBHBIC COBETHI JJIsA 0e3011aCHOCTH MOOMJIBHOT'O TGJIG(i)OHa:

Huyero He siBnsieTcs mo-HacTosiieMy OecruiaTHbIM. ByJib OCTOpOKEH, BeJb KOrjaa
Tebe mpeIaraloT OecIiaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO MIaTHbIC
YCIYTH;

Hywmaii, mpexzie yem otrpaBuTbh SMS, (hoTo niam Buaeo. Tol TOUHO 3HAEIIb, TIE OHU
OyIyT B KOHEUHOM UTOTE?

Heo6xo11mMo 0OHOBIISATH ONEPAIMOHHYIO CUCTEMY TBOETro cMapTQoHa;
Hcrnonp3yit aHTUBUPYCHBIE TTPOTPAMMBI JISI MOOWITBHBIX TEJIe()OHOB;

He 3arpyxaii mpuiIoXeHHS OT HEHW3BECTHOTO HCTOYHHKA, BEAb OHH MOTYT
COoZIepKaTh BPEIOHOCHOE MPOTPAMMHOE 00ECIICUCHHE;

[Tocne Toro Kak ThI BBIEIIB C caiiTa, TJie BBOJAWI JIMYHYIO HH(OpMaIuio, 31 B
HacTpoiku Opaysepa u yaanu cookies;

[lepronnyeckn mnpoBepsAM, KAKWE IUIATHBIE YCIYTM AKTUBUPOBAaHBI HA TBOEM
HOMEDE;

JlaBaii cBOii HOMEP MOOUJILHOTO TeJiepoHa TONBKO JIFOJSM, KOTOPBIX Thl 3HACIIH U
KOMY JIOBEPSCILb;

Bluetooth momxeH ObITH BBIKITIOUEH, KOT/Ia Thl UM HE MOJb3yelibes. He 3a0biBait



WHOTI'1a IPOBEPATH ITO.
Online urpsi

CoBpeMeHHbIE OHJAWH-UTPBI - 3TO KPACOYHBIE, 3aXBaThIBAIOIIUE PA3BICUCHUS,
00BEIMHSIONINE COTHU THICSY YEJIOBEK 10 BceMy MUpy. Irpoku ucciienyroT JaHHbINH UM
MHUp, OOIIAIOTCS APYTr C JAPYroM, BBINOJHSIOT 3aJaHUsl, CPa)aroTCcsi C MOHCTpaMH U
MOJIy4alOT OMNBIT. 3a YJOBOJbCTBUE OHM IUIATAT: MOKYMAKOT JHCK, OIUIAYMBAIOT
a0OHEMEHT WUJTU IPUOOPETAIOT KaKUE-TO OTMIIUH.

Bce atu cpenctBa MAyT Ha NOAJEpP)KAHUE M Pa3BUTHE UIPhI, a TAKXKE Ha caMy
0€30MacCHOCTh: COBEPILIEHCTBYIOTCS] CHCTEMbI aBTOPHU3AIINH, BBIITYCKAIOTCSI HOBBIE MAaTUn
(urdpoBbIe 3aIIATKY 1711 IPOTPAMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HOI[O6HBIX Urpax CTOUT OIlacaTbCA HE CTOJIBKO CBOMX COIICPHUKOB, CKOJIBKO
KpaXu TBOCT'O I1apoOJIsd, HAa KOTOPOM OCHOBaHa CUCTEMA dABTOPHU3aAlIUU OOJBIIMHCTBA Hrp.

OCHOBHBIE COBETHI 110 0€30ITaCHOCTH TBOETO HNI'pOBOI'0 aKKayHTa:

1. Ecnmu apyroit urpok Beaer ceOsl IUIOXO WM CO37aeT TeOe HEIMPHUSATHOCTH,
3a0JIOKUPYH €ro B CIIUCKE UTPOKOB;

2. Tloxanyica agMHHUCTPATOPAM WIPHl HA IJIOXO€ IOBEAECHHE 3TOTO WIPOKA,
YKEJIATENbHO MTPUIIOKUTH KaKHUE-TO JJOKA3aTENbCTBA B BUAE CKPUHOB;

3. He yxa3biBaii TU4HYI0 HHPOpPMALIKIO B Ipodaiisie urpsl;
4. YBaxail Ipyrux y4aCTHUKOB 10 UTPE;

5. He ycranaBnuBaii HeouIManbHbIE MaTYU U MOJIBI;

6. Mcnonp3y# CIOKHBIE U Pa3HbIC ITAPOJIH;

7. Jaxxe BO BpeMsi UTPbI HE CTOUT OTKJIIOYaTh aHTUBUpPYC. [loka Thl UTpaelib, TBOM
KOMITHIOTEP MOTYT 3apa3uTh.

OUINUHT WIN Kpaika JUYHbIX JaHHbIX

OOBIYHOM KpaXkel JeHEer U JJOKYMEHTOB CETOJHS Y€ HUKOIOo HE YJUBHIIb, HO C
pPa3BUTHEM HUHTEPHET-TEXHOJIOTUM 3J0YMBIIIJICHHUKH TEPEMECTUINCh B UHTEPHET, U
MPOJIOIKAIOT 3aHUMATHCS " TFOOUMBIM" JIEJIOM.

Tak nosBWIach HOBas yrpo3a: MHTEPHET-MOIIEHHUYECTBA WM (DUILWHT, TJIaBHAs
1eJIb KOTOPOTO COCTOUT B IMOJyYEHUU KOH(UIEHUUANbHBIX JaHHBIX IOJIb30BaTENEH -
J0oruHOB U naposiei. Ha anrnuiickom si3bike phishing yutaercs kak guiuar (ot fishing
- ppIOHAas J0BJs, password - mapoJib).

OcHOBHBIE COBETHI IO 00PHOE € (DUITUHTOM:

1. Cneamn 3a cBoMM akkayHTOM. Eciau Thl mojo3peBaelllb, YTO TBOSI aHKeTa ObLia
B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKUPOBATH €€ U COOOINTHh aIMUHUCTPATOpPaM pecypca
00 9TOM KaK MOXHO CKOpEe;



2. Ucnmonw3yit Oe3zomacHble BEO-CAlThI, B TOM YHCJE, WHTEPHET-MAra3uHOB H
TTOMCKOBBIX CHCTEM,;

3. Ucnonw3yit ClaoHbIE U pa3Hble Mapoiau. Takum o0pa3oM, eciiu Te0s B3JIOMAlOT,
TO 37TOYMBITINICHHUKH TIOJTy4aT JOCTYII TOJIBKO K OJTHOMY TBOEMY MPOQUITIO B CETH, a HE
KO BCEM;

4. Ecnu T1e0s B3OMaJIM, TO HEOOXOJUMO MPEAYHPEIUTh BCEX CBOMX 3HAKOMBIX,
KOTOpbIE T00aBICHBI Y T€OSI B JAPY3bSIX, O TOM, YTO TeOS B3JIOMAIA M, BOSMOXHO, OT
TBOEr0 UMEHHU OYy/IeT pacChlIaThCs ClIaM U CChUIKU Ha (PUIIIMHTOBBIE CANTHI;

5. YcranoBu HagexHbll napoiab (PIN) Ha MOOMIBbHBIN Tene(oH;
6. OTKII0YM COXpaHEHHUE Maposis B Opaysepe;

7. He oTkpbiBaii (haiiiel U APyrue BIOKEHUS B MUCbMAaX, 1a)K€ €CIM OHU MPULLTH OT
TBOMX Apy3ei. Jlydille yTouHU y HUX, OTHPABIISUIN JIU OHU TeOe 3TH (Pailsbl.

Iu¢pposas penyranus

[Mudposas penyTanus - 3T0 HETaTUBHAS WIM MO3UTHBHAsI MH(POpPMAIUS B CETU O
tebe. Kommpomerupyromass wuH(pOpMaius, pa3MelIeHHass B HWHTEPHETE, MOXKET
CEpbE3HBIM 00PAa30M OTPA3UTHCS Ha TBOEW peanbHOM *ku3HU. "Lludposas penyramus" -
9TO TBOW UMUK, KOTOPBIN (popmupyercs uz uHGpopmManuu o Tebe B HHTEPHETE.

TBoe MeCcTO XHUTENbCTBa, yueObl, TBO€ (PMHAHCOBOE MOJIOKEHHUE, OCOOECHHOCTU
XapakKTepa M paccKas3bl 0 OJIM3KUX - BCE 3TO HAKAIIJIUBACTCS B CETH.

MHorue mNOApPOCTKH JIETKOMBICIIEHHO OTHOCSTCS K MyOJMKallUKd JINYHOU
uHpopmaruu B MHTepHeTe, HE TMOHMMAas BO3MOXHBIX MOcieACTBUH. Thl naxke He
CMOXeEIIb J0ragaThCsi O TOM, uTo ¢ororpadus, pa3MelIeHHas 5 JeT Ha3zal, cTanua
MPUYUHON OTKa3a MPUHATH T€Os HA PadoTy.

KomMeHTapuu, pasmeinienue TBoux (ororpaduid U apyrue IEUCTBUS MOTYT HE
UCYE3HYTh JaXe I0Ce TOr0, KaK Thl UX YAAIHIIb. Thl HE 3HACHIb, KTO COXPAaHHII 3Ty
uH(pOpMaIUIO, MOMala I OHa B TOMCKOBBIE CUCTEMbI U COXPAHUJIACH JIU OHA, a TJIaBHOE:
4YTO MOAYMAIOT O TeOe OKpy)Karouume 01, KOTOopble HaWAyT U yBUAAT 3T0. Haiitu
MH(OPMAIMIO MHOTO JIET CITYCTS CMOXET JIF0OOM - KaK U3 JOOPBIX MOOYKIEHUM, TaK U C
HaMEpEeHUEM PUYUHUTH BPe. ITO MOKET ObITh KTO YTOIHO.

OCHOBHBIE COBETHI IO 3aIIUTE LIUPPOBON PEIyTaLUU:

1. [lonymaii, mpexie yem 4To-To MyOIMKOBATh U NepeaaBarh y ceds B OJore wiv B
COLIMAJIbHOM CETH;

2. B HacTpoiikax npo¢uis yCTaHOBU OTPaHUYEHHS Ha POCMOTP TBOETO MPOPUIIS U
€ro COAEpPKUMOTO0, cAeail ero ToiabKo "mis apysei";

3. He pa3memiaii u He ykasbiBaili MH(POpPMAILIMIO, KOTOPask MOXET KOro-audo
OCKOPOJISITh WJIN OOMXKATh.

ABTOpCKOE NPaBo



CoBpeMeHHBIE TIKOJIBHUKU - aKTUBHBIE TMOJIb30BATENN ITU(POBOTO MPOCTPAHCTBA.
OpmHako JaJieKo He BCE 3HAIOT, YTO IMOJIb30BaHUE MHOTHMH BO3MOXKHOCTSIMH IIH(POBOTO
MHUpa TpeOyeT COOJI0ICHUS TTPaB Ha UHTEIUIEKTYaIbHYI0 COOCTBEHHOCTb.

TepmuH "UHTEIEKTyalIbHAsI COOCTBEHHOCTB'" OTHOCUTCS K Pa3JIMUYHBIM TBOPEHUSIM
YeJIOBEYECKOr0 yMa, HAauWHas C HOBBIX H300peTeHUH M 3HAKOB, 0003HAYAIOIIUX
COOCTBEHHOCTh Ha MPOAYKTBI M YCIyTH, W 3aKaH4YMBas KHHUramu, (ororpadusmu,
KMHODUIIbMaMH U MY3bIKaJIbHBIMU TTPOU3BEIACHUSIMU.

ABTOpCKHE TMpaBa - 3TO IMpaBa Ha MHTEIUIEKTYaJbHYI0 COOCTBEHHOCTh Ha
NPOU3BEACHUS HAyKH, JINTEPAaTypbl M HCKycCTBa. ABTOPCKHE IpaBa BBICTYIAIOT B
Ka4yecTBE TapaHTUU TOTO, YTO HMHTEJUIEKTyalbHBIN/TBOPUECKUM TpyA aBTOpa HE Oyjaer
HaIpacHbIM, JJACT €My CIPaBEJIMBbIE BO3MOKHOCTH 3apaboTaTh Ha pe3yJIbTaTax CBOETO
Tpy/la, MOJIYYUTh U3BECTHOCTh U MpHU3HaHuE. HUKTO 0€3 pa3penieHus: aBTopa HE MOKET
BOCIIPOM3BOJIUTH €r0 IMPOU3BENIEHUE, PAaCHpPOCTPAHATh, MyOJIUYHO IEMOHCTPUPOBATD,
npojaBaTb, HUMIOPTUPOBATh, IyCKaTb B  MpPOKaT, MyOJMYHO  HMCHOJHSAT,
MOKa3bIBATH/UCIIOJIHATH B 3(pupe nim pa3meniats B luTepHere.

Hcnonb3oBanue "MUpaTcKoro" mporpaMMHOTO OOECIEYEHUs MOXKET MPUBECTH K
MHOTMM pHCKaM: OT TOTEpPH JIaHHBIX K TBOMM aKKayHTaM JO OJIOKUPOBKH TBOETO
YCTPOUCTBA, IIe YCTAaHOBJICHA HeJleraibHas mporpaMma. He crout takke 3a0bIBaTh, 4YTO
CYILIECTBYIOT JIETAJIbHBIE ¥ O€CTUIATHBIE MPOTPAMMBbI, KOTOPhIE MOYKHO HANTH B CETH.

O nopraJe

CereBuUOK.p¢ - TBOM TJIABHBIA COBETYMK B CETHU. 3J€Ch Thl MOXEIIb y3HATh O
0€30MacHOCTU B CETHU TMOHATHBIM M JOCTYIMHBIM SI3bIKOM, a MPU BO3HUKHOBEHUU
KPUTHUYECKOMN CUTYAIIMU OOPATUTHCS 32 COBETOM. A TaKkKe MPUHSThH y4aCTHE B KOHKypcax
U CTaTh CaMbIM IU(PPOBBIM TPaKJaHUHOM!
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